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Extending the
risk-based approach for

Artificial Intelligence
N

Why and how

to rethink

the risk-based approach

for new technologies

(AI/ML/NN)
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BUT HOW

compelx Al-based systems
safety in development & operation
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Motivation

And this is your Machine Learning system?

Yup! You pour data into this big pile of linegr algebra,
then collect the answers on the other side.

What if
the answers are wrong?

P
— Just stir the pile until
they start looking right.
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The risk-based approach and Al/NN

< 3-5 Item definition 5
j risk-based approach
E 2-6 Impact analysis at the
2 S » Current standardization
6 Harard oty and risk » 1SO 26262: risks from
s 7 systematic failures and
3-7 Functional safety concept random hardware failures
' .
4 Product development ° ISO 21448 FISkS from
— 1 2t the system le intended function (SOTIF)
i m{:;;;‘r;i on < 5 Product 6 Product o
development || development o |SO 21434: risks from
hardwse || softwar cybersecurity aspects
= level 2)
2=-6 Release for production

e » To be understood
v | e Characteristics of AI/NN

7-5 Planning for r .

duction, : ®
prduton, p—— Failure modes

P I_" In the case of a modification,
dd g . . . .
and decommissioning back to the appropriate « Contribution to safety goal violation
/ lifecycle phase
_ 7-7 Operation, service and | °

decommissioning

Integration into risk-based approach
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Each new technology needs a suitable/new approach

Each new technology ...
... brings new characteristics
... brings new risks and opportunities

b
>

relevance

mechanics

electronics

software

Al

\ 4

1980 1990 2000 2010 2020

Al/NN is a new technology that takes specification and comes up with an implementation strategy
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Mapping failures to technology specific measures

Requirements on platform (HW and classical SW)

type of failure measures for SW | measures for AI/NN

Qualitative Requirements: systematic systematic
systematic  Culture, Experts, QS Process, capability capability ’?
Design, Methods & Measures (TPLJASIL) (TPLJASIL) )
SPFM, LFM,

Quantitative Requirements:
Metrics and Thresholds

DC, FIT — -/ -- 7
(ASIL rel. target)

more? ? ? ? ?

random

AN J
Y

artifacts become evidences within the argumentation (e.g. GSN)
of the safety case (trustworthiness assurance case)
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Insights on Deep Neural Networks - phases and activities

Optimally
I learnable Concept

I Mental Concept I
of Developer

>_
Generally accepted % Actual

Concept b learned Concept
O

X

“ded 5 ('('\e“
e 5 o\
W

characteristic X
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Insights on Deep Neural Networks - problems

T,

-

el
e\t
sP
Implicit Concept
in training data sets

1
I Mental Concept I Optimally :
of Developer I learnable Concept I

>_
Generally accepted % \ Actual
Concept 5 \ learned Concept
O
ded = - S - - e“te
\\ 2 == 1\
e 5 e
W

characteristic X
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Un-fevered facts on DNNs

O
(‘(\a \ o (ﬁO(
(\(\9 9\(\3 e}

(D)NNs are deterministic ~ but there is uncertainty

28.-30. June 2022  Extending the risk-based approach for Al / VDA Automotive Sys Conference 2022



Mapping failures to technology specific measures (2)

type of failure measures for AI/NN

Qualitative Requirements: systematic systematic
systematic  Culture, Experts, QS Process, capability capability
Design, Methods & Measures (TPL|ASIL) (TPL|ASIL)

SPFM, LFM,

Quantitative Requirements:
Metrics and Thresholds

DC, FIT — -/ -- -/ --
(ASIL rel. target)

random

Structured Approach:
Metrics, References, Measures - [ -- -/ --
and Argumentation

uncertainty-
related
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Uncertainty thought experiment

probabilism
(risk)
unknown result

but information
about likelihood

/P/\s‘,{, ©F. ac
50
407 ey ©£ Usp a “Not knowing the chance of mutually exclusive events and knowing the
e S5y, 9 196 7 chance to be equal are two quite different states of knowledge"

28.-30. June 2022

no information
(uncertainty)

unknown result and
unknown likelihood

Ronald Fisher (1890-1962)

AlI/NN as new technology induces uncertainty-related effects (risks)
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Quantifying uncertainty in NNs - research

o Gradient Metrices'

e Additional Network
for Uncertainty?

e Distance to Training

Data®

e Augmentation
Policies?

All models are wrong
~ some are useful.

(George Box)

o Prior Networks*

e Evidential Neural
Networks®

e Gradient penalties’

® Sub-Ensembles®*
e Batch-Ensembles®

e Application of
Variational Inference® ) a\
. P ekt
e Stochastic Variational S\k\ t\j
Inference? WO in
e Normalizing flows'® . 363\1:\\) Ce(ta\LoYKS'
» Monte-Carlo ce: Y
Dropout'! 50\)( Su(\/e\j © u(a\ © A’L\J?)
© Model Pruning®! ] A 9 Ne 4 0 5
« Distillation?? . DEET 2401y
N (*N N2 \)(63
) W)

® Original works'? e Diagonal Information

e Stochastic ]{V[C]{V[C13 Matrix” o Random Initialization/

e Theoretic Advances'* o Kronecker- Data Shuffling’®
Factorization'®

e Sparse Information
Matrix!?

o Bagging/ Boosting!?
¢ Single Training Run®

Quantifying the uncertainty in NNs is a matter of research
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Quantifying uncertainty in NNs — available approach

traceability

3-5 Item definiton @ p——————— 9

'

2-6 Impact analysis at the

|
. I | " Hazard Analysis & Risk Assessment (HARA)
e | = Functional Safety Concept (FSC)
|
i
|
|
|

O e = Safety Functions (+ attributes and requirements)

assessment

'

3-7 Functional safety concept

'

source: ISO 26262:2018, part 2, figure 2

l fault ~ error ~ failure

Yy

\

4 Product development I R | . "
Y at the system level 1) Allocation to B —l [tem —  Fault »  Error > Failure o
- other | External || Control- | 5
2-6 Confirmation . | measures || lability 1 <
measures 5 Product 6 Product technologies L N { 7 Systematic_: Engine control unit stops S
- - i
development || development - T SW | operation intermittently +
at the at the ‘_l : o ) ) - <
hardware software -———————— J Random HW‘|_|: Ignition coil de-energized Ignition ©
level 2) level 3) - . intermittently > interrupted —— Vehicle bucks 3
. . intermittentl o
Systematic | Engine control unit interrupts ntermittently o
l HW | operation when wiper is %
! switched on » o
2-6 Release for production | 2
............................................ . o3
}-----Vehicle.- ¢
>
o}
Component Fault > Error > Failure o
l Svstematic Programming fault Unwanted endless Engine control unit
¥ SW‘ causes loop termination loop (leads to stops operation
Y condition Watchdog-Reset) intermittently
7-5 Planning for .
productiugn I Random HW Oxidation Loss of electrical Ignition coil de-energized
' = | - i . . ——
operation, service 7=-6 Production ] . . B connection intermittently
and decommissioning In the case of a modification, Insufficient EMC
back to the appropriate Systematic immunity of engine Program sequence Engine control unit interrup
/ lifecycle phase HW control unit with respect in engine control operation when wiper is
- 7-7 Operatlor_i. service and | ’ to the wiper cable EMC unit is disturbed switched on
decommissioning susceptibility
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Quantifying uncertainty in NNs — fault ~ error ~ failure

Component Fault o Error 1 Failure
l Coeteratic — Programming fault Unwanted endless Engine control unit
y SW —1 causes loop termination loop (leads to stops operation
- condition Watchdog-Reset) intermittently
Random HW —; Oxidation Loss of electrical Ignition coil de-energized
- connection intermittently
- Insufficient EMC
Systematic immunity of engine Program sequence Engine control unit interrupts
HW control unit with respect in engine control operation when wiperis
to the wiper cable EMC unit is disturbed switched on
susceptibility
» Resistor wearing/aging migration of material drift (10%) . i
| o failure
‘short (10%) |
| o model
‘open (80%) :
» DNN training data set bias limited generalization misclassification

(safety concern) (functional insufficiency)  (typical dysfunction)

Any structured approach to a failure model of AI/NN?
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Structured development of DNNs — DNN Al blueprint acc. to VDE-AR-E 2842-61

E 6 VDE-AER-E 2842-61,

_8 > part 4

‘9,3 System Integration

System Design il Ay
2 development at system level . and Verification
. interface
i interface  gevelopment based on Al using DNN Al-blueprint |
;’;tEéAER-EZSL‘Z-le ' Requirements Al-Element 9.10 deployment
. Trustworthiness Requirements Trustworthiness Argument |
7 + TPL + UCI
9.2 initiation » o — e P -
A for verificati
= Design phase verificatiogx\J / Data Set(s) for verification
> S - » Verification 9.8 functi —
= . ’ .8 functional

3 8 9.3 data preparation ' — : . verification PR— -

b - ' for verificati

8% Design phase verification \ \ / Data Set(s) for verification

- — N ’ Verification : —

S . ) 9.7design |

c <ZE s Dl EEsE » A ' r verification of

SZ : PR HyperparameternOptimizatio Data Set(s) for verification

Iq—) a Design phase verification®, -

= . » 9:5 implementation and |_ Verification 9.6 training P -
training - AN r verification

Data Set(s) for verification
e.g. Validation Set
’ (to decide end of epoch)

Training Set

‘ trained model
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VDE-AER-E 2842-61,
part 4

Structured development of DNNs — DNN Al blueprint acc. to VDE-AR-E 2842-61

System Design

VDE-AER-E 2842-61,

System Integration
development at system level and Verification
. development based on Al using DNN Al-blueprint
o . Requirements Al-Element 9.10 deployment |

. Trustworthiness Requirements Trustworthiness Argument —"

7 + TPL + UCI 4---"" ‘\\‘\\

LA

1 \

Verification 9.9 semantic AN

2 QO . o - pe 9 — // i
9.2 initiation — — e - <+ . .: \“

N

Design phase verificatiog\,\ / Da_t"i' Set(s) for verlflcatlo/r/r ".
= Verification : RO

9.3 data preparation ' — — g;lsem{::‘;t:g;lal - il ,'I

Design phase verification \ / Data_S_qtgs_)_fgr yerrflcatlon /,’/
. Verification 9.7 design ,/’/
9.4 DNN design < — e . - ///
% H .
Designphaseveicationy \ yperpa nization / Data_S_e_t(s) for verification
ey 95 implemiantation and | Verification 9.6 training P
training . y 4 verification
Training Set Data Set(s) for verification
e.g. Validation Set
‘ trained model ’

(to decide end of epoch)

28.-30. June 2022
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Structured development of DNNs — based on latest research & VDA Leitinitiative

VDE-AER-E 2842-61,

part 4
. System Integration
System Design PRy
development at system level and Verification
. development based on Al using DNN Al-blueprint
YD AR E e . Requirements Al-Element 9.10 deployment
4 . Trustworthiness Requirements Trustworthiness Arguny
7 + TPL

. Verification
9.2 initiation < —
. . BK
Design phase verlflcatlog\‘\J

e Verification

9.3 data preparation — )

Design phase verification \ L
° Verification Jras

9.4 DNN design metrics (KP/S)

Design phase verificatioﬁx“ \ mﬂmﬁ Optimi and argum_enta tion
from Kl-Absicherung*

a

eyl 95 impleméntation and | Verification
training » A W

Training Set \

*)=KI-Wissen & KI-Absicherung relate to the
VDA Leitinitiative, publically founded by BMWK

28.-30. June 2022  Extending the risk-based approach for Al / VDA Automotive Sys Conference 2022



Mapping failures to technology specific measures (final)

type of failure measures measures for HW | measures for SW measures for Al

Qualitative Requirements: systematic systematic systematic
systematic  Culture, Experts, QS Process, capability capability capability
Design, Methods & Measures (TPL|JASIL) (TPLJASIL) (TPL|ASIL)

SPFM, LFM,

Quantitative Requirements:
Metrics and Thresholds

random DC, FIT — -/ -- -/ --

(ASIL rel. target)

T Structured Approach: Uncertainty
relateyd Metrics, References, Measures -/ -- /- Confidence
and Argumentation Indicator (UCI)
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The assurance case integrates all evidences into

/ ,autonomous drive” is safe to be used within ODD

Nno unacceptable effect
on providing safe behavior

el
C e u
A ore .GSN
NN\ NI (e
el (esuo(’(\\] GS\CAGDQO' - l | n
ueP G elemen
of S VﬁA/P\
N
|
HW DNN

Qualitative Requirements: Culture,

systematic capability

systematic Experts, QS Process, Design,
g ? Methgds & Measures ’ WL (LA
o : , ) SPFM, LFM,
=il Ouantltatl\;endR_er?]Lrjérserzzﬁjr;ts. Metrics DC, FIT — e
(ASIL rel. target)
. Structured Approach:
uncertainty- Metrics, References, Measures and -/ - -/ -
related )
Argumentation

.-30. June 2022

systematic capability

systematic capability
(TPLIASIL)

Uncertainty Confidence
Indicator (UCI)

Hierarchical structured argumentation

« Notation: goal structuring notation (GSN)
Process argument (risk-based approach)
Product argument (safety by design)
Argumentation patterns

Design patterns for verification

.
2(C
(@5 e
“Om C g ed G ?’( A
. 25 A\ Ne
. argumentational \d\;e quag\.\la{\oﬂ
base events enel
9
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Insights on Deep Neural Networks: No Free Lunch

PRO CONTRA It's a Jungle out there! ) e
(Mmise) (indication)

No-Free-Lunch Theorem:

Zp(h%l‘famaafl) — Zp(hgn‘famaaﬂ)
f f

new technology

implicit
requirements

shorter
time to market

enable complex Free Lunch?
automation

I am a bit suspicious... In my experience,
there is no such thing as a "Free Lunch”...

Hingern Corfoons: hthp:Sfeww hogencor foors com
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Insights on Deep Neural Networks: No Free Lunch

» AI/ML/NN are new technologies
PRO CONTRA

: : . : * N0 Mmysticism,
(Mmise) (indication)

* but automation engineering with

* new characteristics

» There is no free lunch

implicit
requirements

shorter
time to market

enable complex
automation
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Insights on Deep Neural Networks: No Free Lunch

» AI/ML/NN are new technologies
PRO CONTRA

: : . : * N0 Mmysticism,
(Mmise) (indication)

* but automation engineering with

* new characteristics

new technology » There is no free lunch

implicit
requirements

: certification
shorter unclear
time to market

enable complex
automation
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Insights on Deep Neural Networks: No Free Lunch

» AI/ML/NN are new technologies
PRO CONTRA

: : . : * N0 Mmysticism,
(Mmise) (indication)

* but automation engineering with

* new characteristics

new technology » There is no free lunch

. Need new type Of
lmpllr;‘énts verification
requlire

: certification
shorter unclear
time to market

enable complex
automation
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Insights on Deep Neural Networks: No Free Lunch

» AI/ML/NN are new technologies

PRO CONTRA
(mise) (indication)

no mysticism,
but automation engineering with

new characteristics

not full )
new technology understoz/)d » There is no free lunch

implicit need new type of .
requirements verification

shorter certification
time to market unclear *

enable con_nplex uncertainty
automation o

New technologies need ...

new development methods
new processes

new standards

new risk management

new governance structures
new certification & maturity

suitable Al strategy
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The risk-based approach and Al/NN

3-5 Item definition e

1

2-6 Impact analysis at the

3-6 Initiation

¥

. T‘lg’affi'czsys'.t'emg
P] Vi e e :

[qV]
L
5
2
N
< T
c‘; item level 3-7 Solution Concept
3 ! ! | 2
ol .- EEEEEEENN
3 3-6 Hazard analysis and risk r_ﬁlannlng 3-8 Trustworthiness Analysis
% assessment :
N -
2 . * . : . 2
9] g=/ runcuonal sarety concept - — : -
= 1 - : | V&Y | I 4-7 Autonomous/Cognitive-System : ot |
3 .| rianmng || 9 | Elements |
4 Product development [ — ‘ ! i
Y at the system level 1) | L Anocauonto | aeermAFCRAItECtUre®Ss  Se @ —— 0202020202020 e - g - o
. . [ - - 1] [0
2-6 Confirmation otner meanTe 5 Technological Element a > >
measures 5 Product 6 Product || technologies = | 9 o
™| development || developme.= |—__|__ 5.7 b= = -
at the at the |E— - Al-D ] ©° g hel
hardware — N | D HW‘ -Development 5.8 Other - >0 L5
sl level 2 || level  ||< ¥ Technology 2 n A
' | 56 Development e lg |2
Al-Blueprint s £ it
= o o
I gy & Y ooty e ] Js |* | &
2-6 Release for production !
EEEL) ¢ 4-8| .V of the System
J
M;:;Egr'n!. 910 deplayment ‘
s W
“‘."’“‘” EEED) ¢ 3/, IV&V of the Solution <
A | %-Mﬂfuumﬁnnm
7-5 Planning for * S it _ ’
production, L 7-6 Producti | v @ back to
operation, service -6 Production | ST -10 Acceptance and Release appropriate phase
and decommissioning R of the lifecycle
7-7 Operation, service and |
D 1] decommissioning — 6 After Release of the Solution
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The risk-based approach and Al/NN

Solution level

= Origin of all hazards

= Consider dysfunction of overall
system (car) in environment

= Trustworthiness as meta term

(safety, cybersecurity, usability...)

System level

= Traceability of ASIL (TPL)

= Design patterns

= Continuous refinement
of safety case

(= trustworthiness assurance case)

Technology level

= AIINN as new technology

= V-model for DNNs

= Consider
uncertainty-related failures

28.-30. June 2022

ST sy

-

=iiet A/C-Syste

)

3-6 Initiation

“

~37—Solution Concept

3-8 Trustworthiness Analysis

4-7 Autonomous/Cognitive-System

I External |
: Elements |

equirements

-— e oy o wd

5 Technological Element

LT
Al-Sevelopment 5-8 Other

Technology

5-6 Development
Al-Blueprint

Y
Part 5: Technology Level
Y
Part 4: System Level

4-8 I&V of the System

“

3-9 IV&V of the Solution

~

“

3-10 Acceptance and Release

back to

“

)

appropriate phase

Y
Part 3: Solution Level

of the lifecycle
/

6 After Release of the Solution

¥ g
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VDE-AR-E 2842-61 — Development and trustworthiness of cognitive/autonomous systems

Trustworthy Autonomous/Cognitive Systems (A/C-System)
independent from industry & application

separate ethical/moral aspects from technology

risk-based approach along lifecycle ,‘g 6 o
T\
complex system-of-systems 0
P 4 4 \ \%m\cs

Performance und Trustworthiness | [ ]
’ environment

Solution Level oth

B = System Level OS@/- 5 bjec (s & Syst
=" Technology Level (Al) C94’@/7 >
VDE-AR-E 2842-61 ‘7@@
inspired by IEC 61508 & ISO 26262
(aware of other working groups, e.qg. ISO/IEC JTC 1/ SC 42)
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VDE-AR-2842-61 - Overview

Part 1: Terms and Concepts

Part 2: Management

2-6 Management at 2-7 Management during 2-8 Management after
Company Level Product Development Release of the Solution
Part 3: Development at Solution Level _ VDE-AR-E 2842-61
3-7 Solution Concept 3-10 Acceptance & Release com pI‘ISGS Of 6+X pa rtS.
3-8 Trustworthiness Analysis & Solution Concept 3-9 IV&V ofthe Solution
3-11 Appendix: Design Patterns| |3-12 Appendix: Example Models 3-13 Appendix:
at Solution Level at Solution Level Trustworthiness Assurance Case 1) Terms and Concepts v

Part 4: Development at System Level
4-7 Design of the System 4-8 |I&V of the System

2) Management v

3) Solution Level (V)

4) System Level Q3-2022
5) Technology Level (v)
6) After SOP v

4-9 Appendix: Verification related Design Patterns 4-10 Appendix: Al related Design Patterns

4-11 Appendix: Trustworthy Element out of Context (normative)

Part 5: Development at Technology Level

core processes of the development

5-6 Definition and Qualification of an Al-Blueprint 5-8 Development based on

Other Technologies

5-7 Development based on Al

5-9 Appendix: Examples of Al-Blueprints 7) Application guides
Part 6: After Release of the Solution (in preparation)
6-6 Initiation 6-7 Surveillance of Product Lifecycle Phases 6-8 Problem Resolution

Part 7: Application Guide
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RELATED: Data Driven Engineering

5¥5.1
Requiraments Elicitation
[Prablem Space Analysis)

S$YS.2
System Requirements

System Qualification
alysis Test

5Y5.3
System Architectural
Design

5Y5.4
Systen integration &
Integration Test

DDE2.10
Domain Data Set i
SWE.1/ML.1 ment e : . SWE.6 / ML.6
SW & ML Requirements
Analysis

SW & ML Qualification
Test

SWE.5 / ML.5
SW & ML Integration &
Integration Test

DDE3.8
Development Data Set Implemen

SWE.3/ ML.3

SW & ML Detailed Design
& Unit Construction *

SWE.4 [/ ML.4 a). Contains

SW & ML Unit Integration 1. ML maodel structural design

& Verification ™ 2. ML madel training & cross-validation

3. ML model pruning & optimization
b}. Contains

1. ML model testing (after training)

2. ML model testing (after optimization)
--- data set to be verified

— implement or use data set

actual data statistics

DDE V-Model o testing feedback {data coverage)

testing feedback (5Y5 & SW & ML)

Use Data Driven Engineering (DDE)
to prepare data
as a consistent approach over all levels of development abstraction
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RELATED: Cybersecurity for Al

- iy 3D street art,
@ Traffic System
p A .~ Q) Deep fakes,
s = o e f Solution /
i 2"/.‘ Yo oae, J S Y Level etC.
adversarial
attacks
/
System
s Level
- - R : T T Feature space representation
E/rlcz:hitecture h/e‘rarch/cal dat_a - w3,

development poisoning . targdeattgair;

00

b) | o o

-312

% m targe
U] “ Decision Decisi‘onboundary
::i/; § boundary w/ w/o poison

poison
Technology _ 7
Level side-channel attacks
B
5/8 111/ .. bits 10/23/521 .. bits
|IEEE 754 Half / Single / Double / ... Precision
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RELATED: VDE-AR-E 2842-61 DNN Al blueprint inspires a PRM for Kl ASPICE

( 1 e Elarmcrmt Bl € | 61h 4 T 1
I ! I I
I : I I
|
| MLE.1 | | MLE.6 '
: : : :
S T, e ) \ 4o L vermeanon | W - 3
(T """ O T 1 ¢t L —f " - 7 1
| | | I
I I ! I
| | |
i MLE.2 ! ! MLE.5 |
| |
| | | |
|
S i — , W, L venhcaton | W -~ )
————————————————————————————————— Mgl =S P OO = = EEEEEEEET-TI=I-SS9 S OO E EEEEER
|
|
|
MLE.3 :
l
|

- e ===y
N

|
|
1
MLE.4 |
|
I

__________________________________________________________________________
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RELATED: SPICE and ASPICE extension (proposal!)

SYS.6: solution & vehicle level
SYS.0: solution level design & analysis verification/validation

GAS.x: new process area
<governance after SOP>

SUP.1

C
due to its special characteristics, MLE.x: new PRM & PAM ,IAR'EZN\
Al needs to be considered ~ for (deep) neural network JDE o PR
as further type of technology. €ngineering
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Extending the risk-based approach for AI/NN

objectives = trustworthiness ~ as a meta term
1ISO 31000- RISK = \ (safety, cybersecurity, usability, ethics, etc.)

effect of uncertainty on objectives

R - . -
i VDE-AR-E 2842-61

B e risk-based approach  "utotines o
A

el E I cognitive/autonomous
| = — ( \ Systems
o structured - |

2-6 Release for production
3-7 Solution Concept
7-5 Planning for IV&V
e soice 76 Prodaction AI N N Planning |“7""7" 38 T hiness Analysi
and decommissioning '"Ee;-:”ﬂf:“ “‘“di"@:““f 2 rustworthiness Analysis
ck to the appropriate -
lifecycle phase .
7+7 Operation, service and H
decommissioning . -
: ey 4-7 Aut /Cogniti s
¢ | Planning -7 Autonomous/Cognitive-System : Elements |
H -—a
Requirements on platform (HW and classical SW) H H ! °
H H 2 — _
H H i F ] T
H H 5 Technological Element - 7 z
i H H > ]
type of faluro measuros for HW P - AERE
H H = el ] o
Qualitative Requirements: systematic systematic systematic ) . . Al-Development 5.8 Other g La LS
systematic  Culture, Experts, QS Process, capability capability capability I : : Technology i & 2
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Contact us

... to contribute or
... to test drive & projects
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Presentation by fortiss & cogitron

As a computer scientist Dr. Henrik J. Putzer received his grade at the institute of Prof. Onken and Prof. Dickmanns at
the University of the German armed forces in Munich with research on human centered, Al based assistants. After
several successful industrial projects focusing on overall design, safety, security and process development cross
industries he contributed to state of the art in E/E systems engineering. Among others he was core contributor to the
ISO 26262 and currently holds a chair in der VDE DKE working group for the VDE-AR-E 2842-61. Currently he is the
head of Trustworthy Autonomous Systems at the research institute fortiss and he is the CEO of cogitron, a consulting
business on processes, embedded systems, safety & security and Artificial Intelligence.

MSc Katharina Kofend received her Master of Science in Geoinformatics (MSc) at Technical University Munich and
specialized in explainable and interpretability of Al.

At fortiss she researches in the area of trustworthy Artificial Intelligence, verification of Al and assurance cases (including
safety, security and related standardization).

Dr. Hans Herrmann completed his studies of mechanical engineering at the University of Hannover. At the University of
Bonn, he researched simulation methods for coupled physical and chemical processes, concluding with a dissertation.
As a consultant Dr. Herrmann contributed to process improvement and products development in the branches
automotive and aerospace by accounting for the subjects embedded systems, system & software safety, and process
design. Currently Dr. Herrmann is busy as consultant at cogitron GmbH and represents the field of embedded systems,
safety, cybersecurity, and process consulting.
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Contact

N
fortiss GmbH Dr. Henrik J. Putzer ~ putzer@fortiss.org / henrik.putzer@cogitron.de
Guerickestralie 25
80805 Munchen Katharina Kofend ~ kofend@fortiss.org
www.fortiss.org Dr. Hans H. Herrmann ~ hans.herrmann@cogitron.de

info@fortiss.org
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https://twitter.com/fortiss
https://www.facebook.com/fortiss.org/
https://www.instagram.com/fortiss_org/
https://www.linkedin.com/company/fortiss/
https://www.youtube.com/user/fortissTV
https://www.xing.com/companies/fortissgmbh

